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Web-based Software-as-a-Service (SaaS) applications have become a mainstay for the 
productivity of many life science organizations. =SaaS products are typically easier to adopt and 
less expensive (considering both startup and long-term costs) than on-site enterprise software.  
But what are the risks of using cloud-based SaaS products, particularly for eClinical 
applications?  
 
This report focuses on the client’s perspective by considering important questions to ask an 
eClinical provider.  Let’s start with 5 questions that cover key areas, and then each area will be 
examined in detail. 
 
How are you securing my data? 
Consider the various layers of security involved with a web-based application, such as: user 
account and access controls, hack-resistant servers and physical access at the data center.  
If you hold your clinical data confidential (as most clinical organizations do) then your provider 
should extend a clear confidentiality and non-disclosure agreement to you, which they are 
prepared to enforce.  
 
How do you backup my data and what is your disaster recovery plan? 
Consider how frequently your data is backed-up, how long those backups are retained, and the 
data storage policy.  Consider your provider’s plan for getting the application and your data back 
on-line if a natural disaster or regional internet outage shuts down the application. 
 
How do you handle change control?  
The SaaS-model allows innovative vendors to frequently deliver updates and enhancements.  It 
also allows the provider to directly access your data and make system changes at will (for better 
or worse).  Therefore, sound policies and procedures around change control can be critical.  
How does the provider plan, control and track changes made to the product and your data? 

 
How do you monitor the health & availability of the web application? 
If there is a problem with the system, the provider should know about it before you do.  There 
are a variety of Internet and system monitors that should be employed by the vendor to 
proactively ensure that the application is healthy and the website is accessible to users from 
multiple geographic locations. 
 
How do you ensure application scalability and performance? 
If your team or your data doubles in size, will the application scale up with you?  How does the 
vendor ensure a scalable, high-performance product for teams and studies of all sizes?  What 
about that large multi-country phase 3 study you have coming up? 
 
 
With the answers to these questions you will be much better equipped to asses risk, compare 
providers, and determine whether the SaaS model is right for your organization.  Keep in mind 
there is no set of “correct” answers that applies to all prospective (or existing) customers.  You 
will need to determine your priorities and tolerance in each area, as you also consider cost and 
other objectives or requirements. 
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DATA SECURITY 
 
When providing sensitive data to Software as a Service applications that live “in the cloud”, security is 
often a top concern.  While the topic of data security can be vast and complicated, we will break it down 
to a few key elements for you to consider when choosing a SaaS-based solution from an eClinical 
provider. 
 
Let’s review a typical scenario: 
 
You and your team, the end users, access the SaaS-based application via your web browser and Internet 
connection. You must have a valid account and valid login credentials, and your account has certain 
privileges within the application. The SaaS application is software that is running on one or more remote 
servers that are connected to the public Internet (the “cloud”).  Therefore, the data you provide to the 
application lives on those remote servers in “the cloud”. The remote servers reside in one or more highly 
secure data centers, which are specialized facilities with environmental controls, limited physical access 
and excellent Internet connectivity. The servers and data center may or may not be owned by the SaaS 
application vendor.  It is common for SaaS providers to lease dedicated server resources and data/or 
data center space from further specialized service providers.  SaaS applications and data can be securely 
and effectively managed without ever touching the physical servers.  There are pros and cons to both 
owning and leasing the data center and servers.  Ownership provides increased control, but at a greater 
cost that is typically passed on to customers via higher software/subscription fees. 
 
How important is data security?  Clearly, security is very important for eClinical applications that contain 
sensitive data.  But let’s play devil’s advocate for a moment.  Have you ever sent sensitive information or 
a confidential file attachment over email, particularly to someone outside your organization?  Most of us 
have (think “site list”, “team roster”, etc.).  Email is a very convenient form of communication and file 
transfer, but is terribly unsecure.  Once that email gets out of you secure internal network, there are many 
ways in which your content or attachments can fall into the wrong hands.  Email is similar to sending a 
postcard through mail, where there are a number of opportunities for someone other than your intended 
recipient to view or copy the message and data.  So just keep in mind that when questioning your SaaS 
provider about security, that the day-to-day actions of your team also play a vital role in data security.  If a 
SaaS based solution can help your team avoid emailing of sensitive project data, that is a big “plus”. 
 
There are five key areas to consider for data security, and we will touch on five key questions in 
each area. 
 
DATA SECURITY: Physical Security 
 
Consider who can enter the data center and directly access the servers that contain your data, as well as 
the precautions to keep the servers running in case of power outage or natural disaster.  
 
Questions to ask: 
 
1. Where is the data center located, and who manages it? 

 
2. How is physical access to the data center controlled, monitored, logged and audited? 

 
3. Is there redundancy (i.e. backup) in the critical systems, such as power and Internet access? 

 
4. What environmental safeguards and disaster prevention measures are in place?  Typical measures 

include climate and temperature controls, fire detection and suppression, etc. 
 

5. Has the data center achieved SOC2 (security controls) certification, as well as other relevant 
certifications? 
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DATA SECURITY: Server Security 
 
Consider who has the “system administrator” rights to access the server operating system and files, and 
what precautions are in place to keep hackers out.  This is different from Physical Security, because you 
do not need physical access to a server in order to access or download files or data stored on the server.   
 
Questions to ask: 
 
1. Is the server dedicated to my organization (“single-tenancy”), or are multiple customers co-mingled on 

the same servers and database (“multi-tenancy”)?  Multi-tenancy models are typically more cost 
effective, but extra measures should be taken to ensure that one client does not gain access to 
another client's sensitive data (either unintentionally, or maliciously). 
 

2. Who has access to directly access & administer the application and database servers (e.g. 
sysadmins and customer support), and what authentication methods are used (passwords, digital 
keys, etc.)? 
 

3. What policies are in place for hiring, training and provisioning & deprovisioning of personnel who have 
access to sensitive client data? 
 

4. How are the servers locked-down (“hardened”) to avoid unauthorized access, and how do you keep 
security patches and updates current?   
 

5. Is customer data ever stored in a non-secured location (including backups), or transferred over a non-
secured connection? 

 
DATA SECURITY: Application Security 
 
Consider who can access the application, how are they authenticated and what measures are in place to 
keep unauthorized users out of the system.  Here we will assume the application is a “closed system” 
such that user accounts are controlled and login credentials are required to access the application.   
 
Questions to ask: 
 
1. Are best practices, aligned with 21 Part 11, supported for password controls, expiration, etc? Is the 

provider alerted if a user is trying to circumvent these controls? 
 

2. Does the application meet web standards, that is, does it run on all common browsers and platforms 
(e.g. PC and Mac) with no additional downloads or plug-ins needed?  Standard web solutions are 
most likely to leverage the standard browser security features, which is ideal. Plug-ins or required 
downloads should be more heavily scrutinized, as they may have broader security repercussions.   
 

3. Are “strong password” practices enforced, such as password length, composition and expiration 
rules? Be sure that user passwords are not sent via email or written to log files. 
 

4. Is the application built on an industry-standard platform that continues to evolve to meet and 
overcome potential security threats? 
 

5. Are secure connections from your browser to the server enforced (such as “https” which typically 
displays a padlock icon on your browser)?  If not, you are at particular risk when using public wi-fi, 
where passwords and data may be visible to malicious users on that public network. 
 

6. Is there a controlled process for opening, maintaining, auditing and closing user accounts?  You 
should ensure there is a clear process for revoking access to a user that quits or is terminated. 
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DATA SECURITY: Application Roles and Privileges 
 
Consider, for those who have access to the application, how the application restricts access to various 
data sets or modules, including restriction on what data is viewable and/or editable.   
 
Questions to ask: 
 
1. Is role-based access supported, and do the user groups make sense to your organization? 

 
2. Do the user groups support appropriate access for both internal and external (e.g. vendor team or 

service provider) users? 
 

3. If your application is geographically-based, can the application restrict data views access to specific 
countries, regions or sites?  Perhaps you outsource to a vendor covering a specific country or region, 
and you want access for that vendor to be restricted to those countries. 
 

4. If your application includes blinded or masked data, do the user groups allow both blinded and 
unblinded access within the same system while keeping unblinded data hidden from blinded users? 
 

5. Can the roles be customized to fit your team, organization and/or clinical studies? 
 
DATA SECURITY: General Security Practices 
 
Consider some general security practices which span the areas covered above.   
 
Questions to ask: 
 
1. How are security incidents detected, handled and reported (e.g. unauthorized access to sensitive 

data)?  Can you be assured of communication from your provider if a security incident occurs? 
 

2. Does the provider audit their security features and policies on a regular basis?  This may include 
review, re-assessment, updates and enforcement checks on all SOPs and/or security policies. 
 

3. Does the application support any regulatory standards, such as 21 CFR Part 11? 
 

4. Does the provider have a designated security lead (responsible for defining, documenting and 
enforcing policy), and if so, can you contact that person with questions or concerns? 
 

5. What is the frequency of application releases, updates and patches?   
If you want a SaaS application that continues to innovate and evolve, as well as a provider who can 
respond quickly to application issues (security-related or otherwise), then look for a frequent release 
schedule (e.g. monthly). 

 

 
DATA BACKUP AND RECOVERY 
 
When using a SaaS-based eClinical application, your data is typically stored in a database that resides 
somewhere in “the cloud” (see the “Data Security” section for more detail on this typical scenario). A 
robust data backup and recovery procedure is critical for disaster recovery.  Further, backups must be 
geographically separated from the production environment, and stored securely. 
 
Disaster recovery includes a number of scenarios: 
 

• The database (hardware or software) suffers a fatal crash. 

• Fire, flood, or other natural disaster destroys the database servers. 
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• A regional Internet outage takes the database server offline.  Even though your data is still intact on 
the server, you cannot get to it.     
 

Data restoration capability is important in cases such as: 
 

• Current data has been lost, or has been removed (either accidentally or maliciously) and needs to be 
restored to a known good copy. 

• Old data was cleaned out or archived (either intentionally or unintentionally) but needs to be 
referenced or utilized once again. 

• A software update, data import or integration has “dirtied” your data and it needs to be rolled-back to 
prior “known good” state. 

 
So even if you and your vendor are doing your part to keep the data secure and accurate, many 
scenarios could bring about a need to restore data. Here are a number of questions to ask your vendor to 
help ensure that sound policies and practices are in place. 
  
Data Backup 
 
Consider whether the vendor can define a clear and cohesive data backup and recovery strategy.  
 
Questions to Ask: 
 
1. How frequently are backups performed? 

Nightly backups are common, but the "right" frequency depends on how often the data changes as 
well as system impact to performing the backup.  If data edits/changes/imports are performed daily, 
then weekly or monthly backups may be significantly outdated. 

 
2. How long are data backups retained? 

Thanks to inexpensive storage options, it is reasonable for a vendor to securely archive recent and 
historical backups, and retain some backups for a year or more. 

 
3. Where are data archives stored? 

Ideally, each backup will have two copies… a copy that stays close to the live production 
environment, so a restoration can be performed quickly if needed.  Secondly, a copy should be 
located in a separate geographically redundant location.  In both cases, the backups must be stored 
in a reliable and highly available location. 

 
4. How are data backups secured?  

It is good practice to have multiple copies of critical data in multiple locations.  However, sound 
security policies and procedures should be in place to properly restrict access to your data.  For 
example, data should be encrypted as it is transmitted across the public Internet, and backup files 
should be encrypted (or otherwise secured) wherever they.  If removable media (e.g. USB drives or 
tape drives) or laptops are used, then the vendor should be taking extra precautions to keep your 
data secured. 

 
5. Can data snapshots or backups be downloaded by authorized client users? 

You may find it beneficial if key team members are able to download data exports or backups, 
especially if the data is in a common format (e.g. Excel compatible).  Having a local copy can be 
beneficial if data recovery becomes necessary, and be sure to keep that local copy secure! 

 
Disaster Recovery & Data Restoration 
 
Consider whether precautions are in place to guard against common hazards, and what type of recovery 
procedure is in place when a problem occurs.  
 
Questions to Ask: 
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1. In the event my data becomes unavailable, how long will it take for access to be restored? What is 

the vendor’s disaster recovery plan?  
Granted, disaster recovery does have many factors, especially in cases of significant natural disaster.  
However, today’s hosting technology enables SaaS providers to migrate the application and data 
(e.g. last night’s backup) to alternate data centers (i.e. different location) to bring the application back 
online within hours or even minutes. 

 
2. Are environmental safeguards in place to keep the application and database up and running? 

Electrical power, climate control and cooling systems should all have backup systems in place in 
order to keep the servers and network up and running.  The data center should employ modern fire 
detection and suppression systems.  

 
3. Does the vendor provide a Service Level Agreement (SLA)? 

SLAs typically include the guaranteed availability (e.g. 99.99% uptime) for the application.  Even if 
you do not require a formal SLA, you may want to inquire about the vendor's high availability plan. It 
is important that the vendor is collaborating directly with you to maximize the productivity of your 
team, including scheduled downtime that works for your schedule. 

 
4. If multiple clients are co-mingled in the same database, is client data segregated such that your data 

could be restored in an isolated fashion? 
Multi-customer (a.k.a. multi-tenancy) systems can be very cost effective, but they can also limit the 
backup and recovery options for a specific customer.  

 
5. How often are backup and restoration procedures audited & tested? 

There should be frequent monitoring (e.g. weekly) to ensure that regular backups complete 
successfully.  Auditing and testing of the procedures can be less frequent (e.g. quarterly or annually).  
A good follow-up is to ask when was the last time the recovery process was tested or utilized. 

 

CHANGE CONTROL  
 
Since SaaS-based applications are hosted and maintained directly by the provider, changes to the 
application or database (e.g. enhancements, customizations, patches, fixes, etc.) are also controlled by 
the provider.  Such control has pros and cons for the customer.  The SaaS model can allow an innovative 
provider to deliver enhancements and improvements quickly and seamlessly.  However, it can also be 
frustrating when your commonly used features are moved or changed without your team’s prior 
knowledge (e.g. a site “redesign”).  A basic understanding of the provider’s change management process 
will help you determine if the provider’s objectives match your own.  Changes to the system may also 
have validation implications.  Validation is a complex topic that goes beyond the scope of this post, so we 
encourage you to discuss validation and compliance directly with the provider.  All vendors should have 
basic change controls in place which includes risk analysis, documentation and communication. 
 
Questions to Ask: 
 

1. How frequently do you update the product? 
One benefit of the SaaS-model is that it allows the provider to innovate and improve the system 
with frequent updates and minimal impact to the user base.  However, consider whether the 
providers release cycle is a good fit for your organization’s objectives.  You may appreciate a 
system with a frequent improvement cycle, or require the stability of a more consistent system. 

 
2. Do you have an emergency fix process? 

If a problem is found that is blocking your ability to use the software, how quickly is the provider 
likely to respond?  An agile yet disciplined approach often provides a good balance of quick 
response with improved stability. 
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3. How do you notify users that a change is planned has occurred? 
When a significant software update has been released, it is nice to know if changes have been 
made (for better or worse) to the features most important to you.  How will you know that a 
change has been made that is relevant to your organization’s use of the software? 

 
4. Do you seek user input for enhancement/release planning? 

A collaborative engagement between provider and users (perhaps the key stakeholders for an 
organization) can be extremely beneficial to ensure an effective application that meets your 
current and future needs.  Consider whether the provider has a process for including user-based 
feedback in the planning cycle, and whether the provider previews upcoming features to relevant 
clients. 

 
5. How do you handle client-specific changes? 

Due to the wide spectrum of life science organizations with eClinical needs, many providers offer 
client-specific enhancements or customizations (e.g. reports, trackers, etc.).  Does the provider 
support customizations when needed?  Does the vendor have a strategy to keep client-specific 
functionality isolated?  You may not want other organizations to see your customizations, nor 
would you want to see theirs. 
 

6. What is your internal process for change control? 
What are the steps to reviewing and approving changes?  Does it include risk analysis?  Is there 
a formal change control board? 

 

DATA AVAILABILITY AND APPLICATION HEALTH 
 
For this topic we will use two definitions, both of which are critical to SaaS based applications: 
 
Availability: This refers to the ability for a user to login to the application whenever they need access, 
wherever they are.  For example, using your browser to login to the application is typically proof that the 
application is available. 
 
Health: This refers to the ability of the application to respond to the users’ requests, such as viewing a 
particular page of data, generating a report, updating a record, etc. The application and the database both 
need to be in a healthy state in order to properly respond to user requests. 
 
When your eClinical data is stored within a Software-as-a-Service based application in the cloud (i.e. 
outside of your personal computer and internal company network), it is common to be concerned about 
downtime or technical issues that could prevent you from accessing your data.  After all, most of us have 
encountered network outages or system downtime that has blocked us from using email, social 
networking sites, or other web apps.  So what is your SaaS provider doing to maximize the chance that 
your eClinical data will be available whenever you need it? 
 
One of the inherent risks of SaaS based services is the physical separation between users and their data.  
There are many potential points of failure when accessing a web based service: your connection to the 
Internet (be it at work, at home, or on the road), the connectivity of the server (i.e. data center), and the 
health of the server and database, to name a few.  Fortunately, competent SaaS providers are likely to 
use a variety of tools to minimize any potential issues, and allow them to respond quickly if problems 
occur. 
 
Questions to Ask: 
 

1. If the application becomes unavailable, will you know about it before I have to call you? 
With the gamut of cost-effective web-monitoring tools that are available to administrators, the 
service provider should know about an outage before you call the support desk.  Web monitoring 
tools can easily check that an application is available and healthy on a frequent basis. 
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2. Is the application available 24x7? How frequent is your scheduled downtime? 

It is typical for modern SaaS based applications to be available 24x7.  It is also typical for a SaaS 
vendor to have a small and reasonable amount of scheduled downtime, to perform maintenance 
and upgrades.  However, consider whether the vendor is minimizing the impact to your 
productivity when scheduling down time.  For example, it is common for vendors to perform 
maintenance and upgrades during overnight and weekend hours, when minimal client use is 
likely.  In any case, ensure they have a clear communication plan for scheduled downtime, so 
that you and your team will be aware and prepared for it. 

 
3. Are you monitoring the availability of the application from my geographic location? 

Just because a vendor says “it works fine for me” from the West Coast of the U.S., that does not 
guarantee availability for a customer on the East Coast.  There can be regional Internet problems 
that effect certain locations.  There are many web-monitoring services available that allow a 
service provider to ensure that users across the country or across the globe, have proper 
availability to the application. 

 
4. Do you proactively monitor the health of the application and database? 

Proactive monitoring tools are widely available, and they are critical if your vendor expects to be 
aware of problems before users encounter them.  For example, if a hardware issue has slowed 
the database to a crawl, a system monitor should detect the issue quickly and send a notification 
message or email to the provider’s support team.  Their goal should be to identify and begin 
working toward resolution, before the customer is significantly impacted. 

 
5. If I get an error message or experience application problems, are you automatically notified? 

Sometimes the application and database are working fine, until a particular user request causes 
an error. This is another scenario where many tools and services exist that can be utilized by 
vendors to automatically receive notification of errors.  That enables the vendor to resolve issues 
in an expedient fashion, even if you are too busy to notify them of the problem. 

 
6. If and when an availability or health problem does occur, what is your response plan? 

A competent vendor should have a general plan at the ready, in case a significant availability or 
health problem occurs (this may be covered in a “Disaster Recovery” plan, as discussed in a 
previous post).  Many problems related to health and availability do have workarounds, 
depending on the flexibility and portability of the server platform.  The vendor should also have a 
communication plan in place, for notifying customers about significant problems, and keeping 
them up to date as they work toward resolution. 

 
 

SCALABILITY AND PERFORMANCE 
 
Scalability: If your organization is planning for growth among your study management team(s) (internal 
or outsourced) and/or study portfolio, it is critical to consider how the eClinical provider will “scale up” to 
grow with you and continue to provide the services essential for your success. Scalability is also a key 
factor for organizations that prefer to adopt a system gradually over time (thus scaling as they add users 
and studies).  This type of scalability includes the system’s ability to handle significant increases in user 
activity and volume, as well as non-technical aspects like help-desk and cost. 
 
Performance: Web applications have the convenience of being accessible from any computer (or device) 
with an Internet connection and browser.  However, many of us have experienced slow websites, and it 
can be difficult to determine whether the problem lies with your computer, the server, or something in 
between.  It can be a challenge, but a capable provider should employ a number of techniques and tools 
to identify and minimize performance issues. 
 
Questions to Ask: 
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Following are some questions you can ask of an eClinical SaaS provider to learn more about their 
processes, priorities and controls associated with scalability and performance: 
 

1. Will your system scale to meet our growth? 
How will the provider ensure that the system is currently capable or expandable to handle your 
future growth?  A provider that plans for scalability should have a number of options to ensure 
your future needs will be met.  Adding more servers (or larger servers) is one common option, but 
there are many ways to address scalability. 

 
2. Does the cost of the system scale up and down based on our needs? 

What if you want to start with a small team, and ramp-up your adoption of the system over time? 
Are there additional costs if you add studies, sponsors or outsourcing teams?  What if you want to 
or need to scale back your use of the software?  Will the cost scale down as well?  

 
3. How do you monitor the system to detect performance problems? 

With all the benefits of web-based applications, there are also many points of failure that can 
materialize as a performance problem. So what types of proactive monitoring does the provider 
employ to detect performance problems?  A capable provider should be monitoring more than 
just the servers.  

 
4. Is performance and scalability part of your software quality assurance plan? 

Although software QA may often focus on functional testing (e.g. testing features), testing 
scalability and performance is critical as well. Scalability testing often involves testing with large 
data sets (e.g. large number of sites, subjects, etc.).  Performance testing often involves 
simulated users and benchmarks for response time.  Many best practices and tools exist to aid in 
these types of testing.  

 
5. How do you handle performance for a global team? 

If your user base is geographically dispersed (e.g. multiple countries and/or continents), it is 
common to be concerned about differences in performance from different locations.  Ask whether 
your provider has a strategy for optimizing the performance for your user base.  This may be as 
simple as having flexibility to choose a data center location (e.g. US vs. Europe vs. Asia) that will 
provide the fastest access to the bulk of your users.  Providers can also employ monitoring tools 
to watch access times to the application from many locations throughout the globe. 

 
CONCLUSION 
 

Since each organization has different requirements and priorities, there is no single set of “right” 
answers to these questions.  Asking these questions will help you assess a general “recovery 
profile” for a vendor, and allow you to weigh that against your other priorities and requirements, 
including feature set and cost.  The questions will also help you assess the competencies and 
priorities of a SaaS provider, and help you determine whether the vendor is a good fit for your 
requirements.  
 
At Trial By Fire Solutions, we are happy to further discuss our strategies on these topics for 
SimpleTrials and SimpleCTMS: our flexible, secure, SaaS-based Clinical Trial Management 
Systems (CTMS). 
 
For a product demo, or to find out more, please contact us.  As always, we welcome your 
feedback at: contact@simpletrials.com 
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